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Data Breach Policy 

 

POLICY STATEMENT 

Mastek are committed to our obligations under the regulatory system and in accordance 

with the GDPR and maintain a robust and structured program for compliance adherence 

and monitoring. We operate a robust and structured system of controls, measures and 

processes to help protect data subjects and their personal information from any risks 

associated with processing data. The protection and security of personal data 

information is of paramount importance to us and this policy states our intent and 

objectives for dealing with data breaches and data incidents.  
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Data Breach Policy 

Here at Mastek, we take privacy seriously. We take every possible precaution to protect personal 

data information and actively work to avoid any data protection breaches which could compromise 

our data security, or the personal rights of individuals, our clients, customers, stakeholders and 

anyone else associated with our company. 

 

To mitigate the risk that any such data compromise could pose, we have developed the following 

data breach policy. It is an integral part of our compliance responsibilities under the General Data 

Protection Regulation and Data Protection Act 2018, and is designed to develop clear lines of 

responsibility and processes that must be followed to adequately mitigate and manage data 

breach and incidents. 

 

What is the purpose of this policy? 
 

The purpose of this policy is to provide Mastek's intent, objectives and procedures regarding data 

breaches involving personal data information. As we have obligations under the GDPR, we also 

have a requirement to ensure that the correct procedures, controls and measures are in place and 

disseminated to all employees, ensuring that they are aware of what the procedures and reporting 

lines are for personal information breaches. This policy details our processes for reporting, 

communicating and investigating incidents. 

 

What does this policy cover? 

The scope of this data breach policy encompasses all personal and sensitive data that our company 

holds. This data breach policy applies to everyone at our company – including employees, temporary 

or casual staff, consultants, third party representatives, suppliers, contractors, freelance workers, 

sub-contractors, volunteers, interns or other data processors who are storing or processing data on 

the behalf of our company. Adherence to this policy is mandatory and non-compliance could lead 

to disciplinary action. 

 

What is the definition of a personal data breach? 

Mastek’s definition of a personal data breach is any incident of security, lack of controls, 

including any system or human failure, error or issue that leads to, or results in, the 

destruction, loss, alteration, unauthorized disclosure of, or access to, personal data.  

 

The definition of a data breach also includes any incident, event or action that has the potential 

to compromise the availability of data, the integrity of data, confidentiality or our company’s 
data systems whether it has occurred by accident or deliberately. 

 

For the purposes of this data breach policy, an incident may include (but is not limited to) any 

of the following: 

 

 Unauthorized use or accessing of data
 Unauthorized modification of data
 Loss of personal or sensitive data
 Theft of personal or sensitive data



4  

 Loss or theft of equipment on which data has been stored
 Individual error
 Any attempts to gain access to data or our company IT systems (both successful or 

failed)
 Defacement of web property
 Physical incidents, like a fire, which could compromise IT systems

 

DATA SECURITY & BREACH REQUIREMENTS 

 

Data protection is of paramount importance to Mastek by adhering to the GDPR and 

EU Data Protection laws and to have robust and adequate procedures and controls in 

place for identifying, investigating, reporting and recording any data breaches. 

Alongside our 'Privacy by Design' approach to protecting data, we also have a legal, 

regulatory and business obligation to ensure that personal information is protected 

whilst being processed by the Company. 

We have implemented adequate, effective and appropriate technical and organizational 

measures to ensure a level of security appropriate to the risks, including (but not limited 

to): 

 Pseudonymisation and encryption of personal data 

 Restricted access 

 Reviewing, auditing and improvement plans for the ongoing confidentiality, 

integrity, availability and resilience of processing systems and services 

 Disaster Recovery and Business Continuity Plan to ensure up-to-date and 

secure backups and the ability to restore the availability and access to 

personal data in a timely manner in the event of a physical or technical 

incident 

 Audit procedures to test, assess, review and evaluate the effectiveness of 

all measures and compliance with the data protection regulations and 

codes of conduct 

 Carry out training for all staff about GDPR’s principles and applying those 

regulations to each role, duty and the company as a whole 

 Staff assessments and testing to ensure a high level of competency, 

knowledge and understanding of the data protection regulations and the 

measures we have in place to protect personal information 
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How to report a data breach 

All employees who access, manage or use data in any way are responsible for reporting a data 

breach or any other type of security incident. This report should be made immediately to the 

employee’s line manager, Global Chief Legal and Compliance Officer and the Data Protection 

Officer (“DPO”) at data.protection@mastek.com as well as Mastek’s Chief Information Security 
Officer (“CISO”), Mahesh Juttiyavar at Mahesh.Juttiyavar@mastek.com and all employees must 

complete the data breach and data incident reporting form in Annex A located at the end of this 

policy. 

 

This report must include full details of the incident or breach, when it occurred, who the data 

relates to and how. It must also include details about the individual reporting the incident. 

 

If a data breach or a data security incident occurs outside of normal company hours, or a data 

breach or data security incident is discovered outside of normal company hours, it must be 

reported as soon as possible. 

 

Any violation of this data breach policy could result in disciplinary action procedures taking 

place for company employees. 
 

Data breach containment and data recovery 

All necessary steps must be immediately carried out to minimize the effects of any data 

security breach or data security incident. This process of containment should begin with an 

initial assessment designed to establish the severity of the incident. The initial assessment 

should also include analyzing whether there is any way to recover the lost data, and mitigate 

further risks associated with the incident. 

 

The initial assessment should include the following information: 

 

 The data involved
 Whether the data involved is sensitive in nature
 The individuals affected
 The security measures that are in place to protect the data
 What has happened to the data
 Whether the data involved could be used in an illegal or otherwise inappropriate way
 Any perceived wider consequences associated with the breach or incident

Data breach notification 

The DPO, CISCO and Global Chief Legal and Compliance Officer shall determine which 

individuals must be notified in the event of a data breach or data security incident. Each 

incident must be assessed on a case-by-case basis. In every instance, the following 

considerations will be made: 

 

 Any contractual notification requirements
 Any legal notification requirements
 How many people are affected
 What consequences may occur as a result of the data breach or data security incident
 Whether notification of a breach or incident would help the individual to mitigate risks 

mailto:data.protection@mastek.com
mailto:Mahesh.Juttiyavar@mastek.com
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associated with the incident
 Whether notification could assist the company in meeting its legal obligations under 

GDPR and Data Protection Act 2018 
 Whether notifying an individual could prevent the unauthorized or illegal use of 

data
 Whether Mastek must notify the Information Commissioner’s Office
 All data breaches and data security incidents, both suspected and verified, must be 

recorded, to assist in further analysis and to help prevent further breaches.

Notification of a Data Breach or Data Incident to Individuals 

There will be data security incidents in which a large number of individuals will need to be notified.  

  Whenever we notify an individual whose personal data has been affected by an incident or    

  breach, that notification must include a description of when the breach occurred, how the  

  breach occurred and what data was involved. Notifications must also include explicit guidance  

  concerning what individual(s) can do to protect themselves. We should also outline to  

  concerned individual(s) what steps our company has already taken to mitigate and remove the  

  risks. All notification letters sent to individuals must be checked for approval by the Data  

  Protection Officer, Dianna Anthony.  
 

Data breach evaluation and response 

After the data breach or data security incident has been contained by carrying out all 

necessary measures, Mastek will conduct an extensive review detailing: 

 

 The cause(s) of the breach
 The effectiveness of any responses
 Whether changes to existing IT systems, company procedures or policies must be 

implemented
 

All existing protocols must be reviewed to analyze their adequacy. Any necessary amendments 

to protocols must be identified and carried out as soon as possible.
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Mastek’s roles and responsibilities in the event that a data 

breach has occurred: 
 

 

Data Protection 
Officer (DPO) 

 Evaluates the privacy incident. 

 Maintain detailed logs of the privacy incidents, including its 

investigation and steps taken to remediate the breach. 

 Ensure compliance. 

 Evaluate the harm of breach and notify Supervisory Authority and 

data subjects if required. 

Information 
Security Team 

 Lead and manage incidents. 

 Investigate privacy/security related violations. 

 Communicate the investigation results to Technology, SOC 

Operations, Cloud data security, concerned HR Business Partner and 

DPO. 

 Sharing the investigation report with the relevant stakeholders. 

Information 
Technology 

 Manage IT infrastructure and applications as part of the breach 

response process. 

 Assist with system outages caused by the incident or by recovery 

actions. 

Legal Team 

 Provide legal guidance to all aspects of Mastek’s response 
proceedings 

 Make all final breach determination(s). 

 Approve all proposed subject notification. 

 Take action on the violator according to the breach occurred. 

HR team 

 Responsible to execute the corrective action as directed by the 

Information Security Steering Committee (ISSC).  

 Communicate and update the action taken on the violator to 

Technology Security team and relevant stakeholders. 
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Breach response flow chart: 
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Annex A - Data Breach and Data Incident Reporting Form 

Please complete this form in the event of a data breach or data security incident: 

 

To be completed by employee 

Date of incident  

Date incident was discovered  

Name of the individual reporting 

Incident 

 

Contact details of the individual 

reporting incident 

 

Where did the incident occur?  

Description of the incident  

Number of data subjects 

affected by incident 

 

Personal data placed at risk by 

incident 

 

Description of any actions taken 

at the point of discovery 

 

 

To be completed by the Data Protection Officer 

Name of individual receiving report  

Date report received  

Name of individual the report was forwarded to for 

Action 

 

Date the report was forwarded for action  

 
 
 
 
 
 

 


